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Introduction

Fwcnqgi Nu"Ugtxkeg"Ecvcecngi wg" f guet IR degviges curramtly defiveredjtagclisiompeysp g e v k g p " U
This Catalogue describes the services and their associated features and is related to two other documents
that, together, fully define and describe delivered services. These are:

T Fwcngi Nu"Ugt x kmept'(SUg)x gn" Ci t gg
T Fwcnqgi Nu"Ewttgpv"Rtkeg" Nkuv

Each service is identified by a service ID and a service name.

IT Services

Fwcnqgi Nju" KV"ugt xkegu" ct g "adchitectufe" \whpré the'cient koftvpake " 1Dlalog Coxrpdtion
Suite Ship is installed on a computer at a remote site (e.g. onboard a ship) and the associated Dualog

Connection Suite Cloud is managed and maintained by Dualog in a professional set of datacenters

Customers have access to the Connection Suite Cloud via the Internet (https://dualo g.net) where
configuration of the remote / ship software can be performed as per the illustration below:

connection suite™
CUSTOMER PORTAL

Shipping
Company

e @ 9 M’
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There are three categories of Dualog IT services:

1. Business Services
2. Crew Services

3. Security and Control Services

The core infrastructure,
illustrated below:

T | dualog® file transfer

Data exchange between applications

=| dualog® email archive
Secure, automatic

message storoge

? dualog® mapview

Global position tracking and ship overview

Service ID
ITOOO
ITBO1
ITB02
ITBO3
ITB0O4
ITCO1
ITCO3
ITSO1
ITS02
ITSO03

ITS04

Connecti on Suite Core , is the standard foundation for

|'§| dualog® business email
mail service

A robust, maritime optimised emal

all categories of

services as

fv} dualog® quota management

Internet data volume control

dualog® connection suite core

(~~ dualog® crew email

Zero admin crew email solution

Connection Suite  Service Name
Connection Suite Core

Business Malil

File Transfer

MapView

Email Archive

Crew Mail

Crew Surf

AntiVirus Distribution

Network Control

Quota Management

Web4S ea

Category

Core Infrastructure
Business

Business

Business

Business

Crew

Crew

Security and Control
Security and Control
Security and Control

Security and Control

o’ dualog® network control

ntegrated maritime firewall and router

AR dualog® webdsea

Maritime optimised Internet access

dualog® antivirus distribution

Protecting your onboard systems



Connection Suite Service Catalogue

IT Service Dependencies

All IT services require  Connection Suite Core .Some services are dependent on others such as Quota
Management which is dependent on Network Control  in addition to Connection Suite Core as illustrated below

C/N/)H dualog® quota management

Internet data volume control

dualog® network control dualog® web4sea dualog® antivirus distribution
Integrated maritime firewall and router Maritime optimised Internet access Protecting your onboard systems

. . .

l_+_J dualog® connection suite core L—f—_J dualog® connection suite core L+_J dualog® connection suite core

Dualog Crew Surf is a service that contains several other services as illustrated below.

’

dualog® web4sea

Maritime optimised Internet access

Internet data volume control

C/‘JH dualog® quota management

-~
—~ dualog® crew surf
(o) Internet access with complete control

dualog® network control

Integrated maritime firewall and router

0
L+J dualog® connection suite core
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Service ID

DEPO1

DEPO02

DEPO3

DEPO4

Service ID

SUPO1

SUP02

SUPO3

Service N ame

Connection Suite Company / Fleet Configuration
Installation Services

Dualog Indu strial Computer with Connection Suite Pre

Connection Suite Disaster Recovery

Service N ame
General Communication and IT Consultancy
Customer Specific Reports

Customer Tr aining

- Installed
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IT Service

ID: ITSO00

Connection Suite Core
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Connection Suite Core

Brand Name f_ _] ® . .
-+ . dualog® connection suite core
L _J

Service ID: ITS000 Connection Suite Core
Scope Eqppgevkgp" Uwkvg"EAdd wd kwififiiEstuctre afdtjship - shore

data communication services offered to ships in local, regional and worldwide

trade.
Description Connection Suite Core comprises the fundamental elements of software, servers,

operation a nd support as illustrated below

connection suite™
SHIP

Business §
Partners ‘
INTERNET A e
connection suite™
~- CUSTOMER PORTAL

connection suite™
CLOUD Shipping
Company

Friends ‘ ﬂ
=

& Family

Dualog Connection Suite Cloud ku" c" ocpci gf "ugtxkeg"jcpf
shore data traffic. This potentially r  elieves the customer of major administrative /
operational overheads. Additionally, it includes access to the Support team for
dgvj "ewuvqgogt uNj'- bagseg staff' c p f

uj kr

Connection Suite Core comprises two main components: The on board client
software (Connection Suite Ship) and the cloud - based servers ( Connection
Suite Cloud ).

The third componentis dualog.net yj k e j " k u "ch stoonar gpiomdjuptoviding
complete shore - based management via the Internet. All configuration of the
uj kruNj" Fwcngi " emdnaggdovia this modap " d
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Connection Suite
Core basics

Connection Suit e IT
Services on top of
Connection Suite
Core :

Features

Additional Connection Suite services are built on this foundation - seethe

illustration on the next page . Customers can implement one or more of these

services if/ when required.

dualog® connection suite core

Ship & Shore Software
¢ Most maritime communication systems supported
* Least Cost Routing / Failover
* Automatic compression
User Groups / Users
.+
Customer Portal Access (https://dualog.net)
« Remote configuration / Automatic replication to ships
* Dashboards for quick and easy reports
. 4+
Technical Support
. 24/7

E\ dualog® business email f\f dualog® quota management

1 | dualog® file transfer
Data exchange be

tween appiications

i

dualog® connection suite core

|§] dualog® email archive A dualog® web4sea
ecure, atomatc messoge sorage Moo optiised infomot occess

? dualog® mapview dualog® antivirus distribution

(<) dualog® crew email =" dualog® crew surf
2000 ki crow el sohi e acooss wkh complete ol

Important Note:

Business and /or crew oriented services may require one or more security and control

oriented service.

For example: If, on a ship, there are three separate networks (one for business use, one for

crew use and one for the IP - based communication systems), Network Control is required.

Normally, members of crew (when accessing the Internet) are not allowed to access the

business network and might also be restricted to using specific communicati ons systems -

e.g. VSAT but never Inmarsat FleetBroadband.

Fullremote (shore -dcugf +"eqgphkiwtcvkgp"qgh"vjg"ujk

customer portal at dualog.net and:

(o]

(0]

On board User Access

Mobile Communication Protocol

Size filters

Least cost rou ting / Automatic Failover

Uj kruN"eqgppgevkgpu"cpf"oguucig"vtcpul
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0 Break point restart (  after circuit drop during data transfer)
0 Automatic compression /decompression ofa |l transferred data

0 Anti- virus and spam filtering of messages from shore to ship / ship to
ship

0 Re- start pack (automatic backup of current configuration and IMAP mail
store)

o

Eqgor cp{ Nju" e j mai dogdirdsh " g

o Airtime vendor independence

0 Support for most maritime communication systems

o Complete overview and control of all traff ic to and from the ships
0 24/7 Operations

Supported Satellite S ystems:

Communication .
0 Inmarsat C (Thrane & Thrane/Sailor and Furuno)

Systems
o EMA BlueTraker
o Inmarsat Mini - M, B, Fleet 33, 55, 77
o Inmarsat FleetBroadband 150, 250, 500  (all brands)
o IrdiumCircu kv" Uy kvejgf"*Ktkfkwo"AEncuukea-
0 Iridium OpenPort / Iridium Pilot
o VSAT
0 Other IP- based systems
Terrestrial Mobile Systems :
o GSM dialup
0 GSMGPRS/ EDGE 3G/ 4G /UMTS /HSDPA
o ICE (CMDA 2000)
o WIMAX
o WLAN
On Board Computer Hardware (minimum requir ~ ements):

Requirements .
q 0 Intel Pentium 4 (or better) or AMD XP 3000 (or better)

o 2GBRAM

0 20 GB free hard disk space (additional free disk space is required for
central storage of e - mail messages)

Supported operation systems:

0 Microsoft Windows (see table 2 - ITS000)

11
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Additi onal
Documentation

Dualog White Papers and Technical Notes (available

at www.dualog.com ).

Service Levels

Server up-time c p f "

uwrrgtv"cxckncdknkv{"ceeqtf kpi"

vag"

Customer portalaccesghttps://dualog.net)

The customer portal is the access

- point to remote ship configuration, traffic

duqlog

User Mame

connection suite™
CUSTOMER PORTAL

Password

Dualog Support
vivivi.dualog.com
supporti@dualog.com
Tel: 447 776 21 911

= E-Mail {Only)

@ LogIn

Dashboard example on dualog.net:

Overview

- reporting etc.

MapView MyPage E-Mail  Traffic Reports Remote Config User  Config  Support
Company Overview || E-mail || Internet | Antivirus || File Transfer + Add Dashboard
Showing Dashboard: Company Overview
x
Vessels that need attention! ConnectionSuite Vessel Status
M Minutes M Disabled
— Since Last M Active
essel Connect W Not
installed
M office
jessalltd installat...
Vessel C
Vessel D
o 200,000 400,000 600,000 800,000

User Account Summary

off hire
M Crew

account

on hire
i

Humber of Vessel per ConnectionSuite
Version

M Count

undefined

2.28.000

2.27.001

0.0 15 30 45 60
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Table 1 - ITS000: Minimum Hardware Requirements*

Component Minimum Requirement Comment
CPU Intel Pentium 4 or better For Network Control :
AMD XP 3000 or better Intel Core i5 (or better) / AMD A6 3600 (or better)
RAM 2GB 4 GB or more recommended.
Free Disk Space 50 GB 10 GB should be added if Web4Sea is to be used

Note: A minimum of 250 GB total disk space is
recommended if ma il storage is required.

*Note 1 LjITS000
Notes Regarding H ardware Requirements:

Please note that these requirements are minimum .

IMPORTANT: Depending on other software running on the same computer (as Dualog Connection Suite) higher CPU,
memory and di sk capacity may be required. Please contact Dualog for guidance.

Basic Installation + Business E - Mail and Automatic File Transfer

The following requirements are for the computer / server running the Connection Suite services:

o CPU: Intel Pentium4+/AM D XP 3000+

0 RAM: Minimum 4 GB is recommended

o  Disk: Minimum 20 GB available for installation, plus data storage (e - mail, files, Web cache etc).  If running Web4Sea
then add 10 GB

o0  Serial ports according to communication equipment requirements

Additional Se rvices

No additional requirements apply when Connection Suite Core and services run on the same computer ifitis a dedicated
computer / server for Connection Suite.

When running the Network Control on the same computer as the standard installation we re commend a configuration with
at least two network interface cards for security LjgO0i 0" gpg"eqppgevkpi "vjg"ujkrNu"NCP"cpf"vjag"

communication equipment.

If the Network Control is handling large volumes of  local data (e.g. of traffic ~ between multiple ship network segments ) a
more powerful processor is recommended.

13



Connection Suite Service Catalogue

14

Network Control  Running on a Separate Computer

The Network Control can be installed on a separate computer. To avoid reduced throughput on internal traffic
a CPU with at | east 4 kernels is required. The following minimum hardware recommendations apply:

o CPU: Intel Core i5 - 2300+ / AMD A6 3600+

0 RAM Minimum 4 GBis recommended

o Disk: Network Control uvgt gu"fcvcec" kp" vj g"(nofadditiahal hNud'diskaeguirehentsg " )

Web4Sea

Web4Sea can be installed on a separate computer. The following hardware requirements apply:

0 CPU: Intel Pentium4+/ AMD XP 3000+

0 RAM Minimum 4 GBis recommended

o Disk: Disk space depends on the cache size configured in Web4Sea Ljrecommended 10 GB or more
Clients
The Connection Suite user interface is available via a Web browser. Normally (unless specifically restrict ed) all

computers and/or mobile devices in the ships Local Area Network can  access the user interface.
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Internet Brow sers
The user interface in Connection Suite is mainly a Flash - based webpage, and can be accessed via any

computer connected to the ships LAN. The following browsers are tested.

Microsoft Internet Explorer 7.0 and newer
Firefox 3.0 and newer

Opera 10 and newer

Google Chrome 4 and newer

Most likely other browsers can also be used.

Adobe Flash player must be installed to be able to access the user interface. If not installed on the client
computer, installation can be found on the computer/server running th e Connection Suite services. Trying to

access the user interface will direct to a link containing this installation.

Important note: For user log - in and usage of Internet, Quota Management and CrewMail (Webmail), HTML5 is
supported. Thus, tablets and mobi les may be used by crew members for their access to Connection Suite

Services.

15
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Table 2 - ITS000: Supported Operating Systems

Connection Connection Suite Extensions
Suite
Operating System Standard Network Control Web4Sea AntiV irus
(Core)
Windows XP (SP2 or SP3) (NOT NEW (NOT NEW (NOT NEW (NOT NEW
INSTALLATIONS) | INSTALLATIONS) INSTALLATIONS) | INSTALLATIONS)

Microsoft has ended support for
Windows XP

upgradable from
version 2.26 , not
supported from 2.34

upgradable from
version 2.26, not
supported from 2.34

upgradable from
version 2.26, not
supported from 2.34

upgradable from
version 2.26, not
supported from 2.34

Windows 7 YES YES YES YES

32- bit + 64 bit

Windows 8.0 YES YES YES YES

32 + 64 bit

Windows 8.1 YES YES YES YES

64 bit

Windows 10 YES YES YES YES

64 bit

Windows 2003 Server (NOT NEW (NOT NEW (NOT NEW (NOT NEW
INSTALLATIONS) | INSTALLATIONS) INSTALLATIONS) INSTALLATIONS)

32- bit + 64 bit

Microsoft support is ending July 14,

2015

upgradable from
version 2.26, not
supported from 2.34

upgradable from
version 2.26, not
supported from 2.34

upgradable from
version 2.26, not
supported from 2.34

upgradable from
version 2.26, not
supported from 2.34

Windows 2008 Server YES YES YES YES
32- bit + 64 bit

Windows 2012 Server YES YES YES YES
64 bit

Windows 2012 Server R2 YES YES YES YES

64 bit
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Business Services

IT Service

ID: ITBO1

Business Email

17
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Brand Name

Service ID: ITBO1

Scope

Description

Features

=}, dualog® business email

A robust, maritime optimised email service

Business Em ail

Provides a professional maritime business e -ockn"ugtxkeg"tgictfnguu"qh
communication e quipment.

Dualog® Business Malil is a versatile, robust, and cost - control oriented email solution. The
solution transfers emails regardless of communication system available on the ship.

Dualog® Business Mail allows companies to set individua | size limit for each user and carrier,
which gives a prioritised and controlled email flow.

The ship software may be configured from the company office, and a web portal gives complete
historical access to all communication sessions and data transferred.

Management reports give an in depth overview of the fleet status and helps companies make
qualified decisions based on near real time data.

Standardised email addresses for all employees, automatic updated distribution lists and
unlimited number of e - mail accounts per fleet provides great scalability. If communication is
down, the captain can still read hise - mail history.

o  Mail server components to which third party e - mail clients (such as Outlook or Lotus
Notes) connect via SMTP, POP3, IMAP4 and LDAP

0 Proprietary Web (HTTP) mail interface
0  Supports any number of users/ e - mail accounts per ship

o Dualog Connection Suite maintains service to / from all on board e - mail user accounts
via all communication carriers

o Gcej "ujkr Nu"ockn" udthetefpre availabte rréspegtive of theexternal
(communication equipment) connection status

0 10 GBfree of charge shore message archive (Dualog managed and operated)
o Eqorcp{ Nu" e j maldomdinfsh " g

0  Automatic compression / decompression of all transf erred data

0  Anti- virus and spam filtering of messages from shore to ship / ship to ship
0  Least cost routing

0  Break point restart (in case of circuit drop / switch during data transfer)

o  Filtering mechanism in both directions for effective cost control

o Ujkegpjpgevkgpu"cpf"oguucig"vtcpuhgt " custanerk uv k

portal dualog.net

o Fax, Telex and SMS services (see appendix 3)
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Optional (Chargeable) Features:
0  Address Book Replicator (see appendix 1)
o  Ship Reports (see appendix  2)

o  Email Archiv e (Separate Service, ITB04)

Documentation Manuals, Dualog White Papers, Technical Notes etc.
Supported See ITS000

Communication

Systems

Computer See ITS000

Requirements

Warranty Server up-tme cpf "uwrrqtv"cxckncdknkv{"ceeqtfkpi"vg" Fwc
Custom gt Nju" Provide all necessary information  regarding available communication systems and company
Responsibility policy prior to installation

Charges Current Price List

lllustr ation 1 - ITBO1: Dualo g Business em ail: example

T upS/ste
Ship
Example
VSAT BDU Backup em BDU

(_ Communications LAN ()

Shipping Company

www.dualog.net

External Partners @

=|, dualog® business email

A robust, maritime optimised email service

19





































































































































































